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Abstract

Hash functions are widely used to ensure the
integrity of information for network and
communication systems. Among the various hash
functions, SHA-512 in NIST SHA-2 family
provides strong encryption capability and affordable
hardware complexity. In this paper, we compare
different SHA—512 structures with various parallel
factor for round function. According to the
experimental results, a small parallel factor leads to
small equivalent gate counts and short critical path
delay, and a large parallel factor tends to result in
high throughput.
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Parallelism Latency Clock Period | Critical Path Delay |Equivalent Gate| Throughput Normalized
[R] [#cycle] [ns] [ns] Count [Gbps] throughput
80 1 360 358.7 529k 1.42 2684
40 2 180 175.6 346k 1.45 4190
20 4 83 86.7 192k 1.47 7656
10 8 45 43.7 107k 1.46 13644
4 20 20 17.7 44k 1.44 32727
40 12 10.2 22k 1.25 56818
1 80 8 6.4 12k 1 83333
E 1. FeE ks Slee] M2 SHA-512
SHA-512%= siAl A gl DM= =33 cryptographic hash designs in FPGAs”, in
AaA a7 29 He= F4E 80W Wby St

st=glol AASHAM  EhrE

#el ol

o WA ASE Reletn AHFsE, 19 43

ol g 2 ApolZoA FASHE s G
el Rel met thkd A ARl e Edol=-
o3 A EAT

ERolE @ 2 Aol

of we} A=

=
T

m. +¢d 4 4%

Aol Zel M Fass o

st smdelz
et EIE

@ 29
ch= )

A AAIZE,

Mo
[
1%
3
1o

oX ¥

Y

Rs:
jale4
X

T
(L o
do
2

ok 2

.

>
T
o
pav)
-
10 oft Hu

AL
Mo
[

N
5=
-
i
i
_O'L
4t
k=l
O
=
o
09}
ne S
=
=)

)
o2
—
2
X =

Ol
ol
38

© =
Ho
o
Lo 4

oy 1M
N
5
=P

4
X o
_O|L
rlr

2
>
>
L

x
w2y

o o

=

ol
o

N
~N

w "
ot ) rlr :

[1] H.E. Michail, G.S. Athanasiou, G. Theodoridis,

C.E. Goutis, "On the development of high—

throughput and area—efficient multi—mode

Integration, the VLSI Journal, vol. 47, no. 4, pp.
387-407, 2014.
[2IM. D. Rote, N. Vijendran, and D. Selvakumar,

"High performance SHA—2 core using the round

pipelined technique,” in Proc. IEEE Int. Conf.
Electron. Comput. Commun. Technol., Jul. 2015,
pp. 1-6.

[3]R. Chaves, G. Kuzmanov, L. Sousa, and S.

Vassiliadis, "“Cost—efficient SHA hardware

accelerators,” IEEE Trans. Very Large Scale

Integr. Syst., vol. 16, no. 8, pp. 999-1008, Aug.
2008.

[4]R. Martino and A. Cilardo, "SHA—2 Acceleration
Meeting the Needs of Emerging Applications: A
Comparative Survey," in IEEE Access, vol. 8, pp.
28415—28436, 2020.

[5] National Institute of Standards and Technology,
Secure Hash Standard, Federal Information

Standards 180—4,

[Online] .Available:https://nvlpubs.nist.gov/nistp

ubs/fips/nist.fips.180—4.pdf.

Processing Publication

- 667 -





